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GLOBAL PRIVACY NOTICE 

XS-Global, LLC 

XS-Global, LLC and its subsidiaries and affiliates (collectively, “XS Global”, “we”, or “us”) 
consider the protection of your privacy to be very important and strive to treat any personal 
information you provide us in accordance with this Privacy Notice. This Privacy Notice describes 
how we protect, collect, use, and disclose your personal information. Note that you may have 
additional rights available to you based on your country's local laws and regulations. Personal 
information does not include publicly available information or lawfully obtained, truthful 
information that is a matter of public concern or information that has been de-identified or 
aggregated. 

1. Who we are 

We are a global company providing professional services including insurance, (re)insurance 
brokerage, risk and claims management, administration, financial, and actuarial services through 
our various affiliates and subsidiaries. 

Depending on your relationship with us, you may receive other privacy notices from us providing 
additional detail about our privacy practices. If you provide personal information to us about other 
people, you must provide them with a copy of this Privacy Notice and obtain any consent required 
for the processing of that person's data in accordance with this Privacy Notice. 

2. How XS Global processes your personal information 

We may process your personal information for certain legitimate or lawful purposes in some or 
all of the following ways:  

 to maintain our accounts and records; 
 to defend or make claims related to (re)insurance products or services you have purchased 

from us; 
 for the performance of an agreement we have with you; 
 to satisfy or comply with a legal or regulatory obligation; 
 subject to applicable laws, to respond to the requests of government authorities; 
 to identify and prevent fraud; 
 to modify, personalize or otherwise improve our services or communications; 
 to gather market intelligence and communicate with and tailor offerings to individual 

consumers; and 
 to enhance the security of our network and information systems. 
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3. Information we collect 

We collect personal information depending on your interaction with us (e.g., as a business contact, 
client, claimant, etc.) and the services we provide to you. We also collect personal information as 
permitted or required by applicable law. We may collect the following types of personal 
information from or about users of our services: 

 Client information, including, but not limited to, paper and electronic customer records 
containing personal information, client’s real name or alias, signature, postal address, email 
address, telephone number, educational background, marital status, gender, age, physical 
or mental disability, protected classification characteristics, beneficiaries/dependents, 
Government issued identifiers, including, but not limited to, passport number, driver’s 
license or state identification card number, and social security number. 

 Professional or employment related information, including, but not limited to, your job 
title, your current and past employers, employment status, salary information, employment 
benefits, pensionable service periods, employment history and professional certifications 
and training. 

 Financial information, including, but not limited to, your account numbers and statements, 
credit card information, brokerage account numbers, transaction information, tax 
information, details of your income, property, assets, investments and investment 
preferences, pension and benefits information, debts, and credit score. 

 Policy information, including, but not limited to, your policy number, policy start and end 
dates, premiums, individual terms, mid-term adjustments, reasons for cancellation, risk 
profile, details of policy coverage, enrollment information, eligibility for insurance or 
benefits, benefit amounts and underwriting information. 

 Claim information, including, but not limited to, claimant's relationship to a 
policyholder/insured, claims history and claims data, and the relevant dates and particulars 
of a claim, including causes of death, injury or disability and claim number needed to settle 
the claim. 

 Personal information received from background checks and sanctions screenings, 
including, but not limited to, your status as a politically exposed person. 

We may also collect personal information in providing our services, operating our business, and 
interacting with individuals for legitimate business purposes that may not fall into the categories 
listed above. In these instances, we will provide specific data processing information to you 
regarding how we may process that data and what rights you may have in connection with such 
processing. 
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4. How we collect personal information 

We may collect personal information directly from you and from third parties. We collect personal 
information in the following ways:  

 From you, either directly or indirectly; 
 From our clients in connection with our services to them. 

5. How we use your personal information: 

If XS Global intends to use your personal information for any purpose not described in this Privacy 
Notice, we will contact you and let you know of that purpose in accordance with any legal or 
regulatory obligations we may have. When required, we will request your consent to such 
processing in advance. 

We may use your personal information in the following ways: 

 To provide services and fulfill our contractual obligations, including providing services 
that you may not have requested, but were requested by our client(s) and require us to 
interact with you. 

 To facilitate and enable the placement of policies and assist in the ongoing management of 
such policies, including premium management, renewals, adjustments, cancellations, 
claims management and settlement. 

 To provide various consulting, administration, financial, actuarial, and claims 
administration services. 

 To advise on the management of our clients' business risks and opportunities, business 
affairs, insurance arrangements and the administration of claims. 

 To enter into business relationships and perform due diligence and background checks, 
such as fraud, trade sanctions screening, and credit and anti-money laundering checks. 

 To create, maintain, customize and secure your account with us. 

 To maintain accounting records, analyze financial results, comply with internal audit 
requirements, receive professional advice, apply for and make claims on our own insurance 
policies, manage or dispute claims and recover debts. 

 To conduct data analytics, surveys, benchmarking, and risk modelling to understand risk 
exposures and experience, for the purposes of creating de-identified and/or aggregated 
industry or sector-wide reports to share within our group of companies and third-parties. 

 To manage our infrastructure, business operations and comply with internal policies and 
procedures. 
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 To notify you about changes to our products or services. 

 To comply with applicable laws and regulatory obligations. 

 To monitor calls and transactions to ensure service quality, compliance with procedures to 
carry out background and reference checks in connection with recruitment. 

We do not sell personal information to any third parties for monetary or other valuable 
consideration and have not done so in the preceding 12 months. 

6. Disclosure of personal information 

We use and disclose your personal information with affiliated and non-affiliated third parties for 
the purposes of underwriting insurance and other purposes as permitted by law. 

We may disclose personal information about you to the following types of third parties: 

 Third-party service providers, such as suppliers, insurance agents or brokers, claims 
adjusters, or reinsurers. 

 Governmental authorities and non-affiliated third parties as permitted or required by law. 

 To third-parties for a business purpose, including, but not limited to, the planning, due 
diligence and implementation of commercial transactions, including a reorganization, 
merger, sale of all or a portion of our assets, a joint venture, assignment, transfer or other 
disposition of all or any portion of our business, assets or stock (including in connection 
with any bankruptcy or similar proceedings). 

We restrict access to personal information about our customers/claimants to those individuals who 
need to know that information to provide products and services to our customers/claimants or as 
permitted by law. We train our employees to safeguard personal information. We maintain 
reasonable physical, electronic, and procedural safeguards to guard your personal information in 
accordance with applicable data protection laws 

We ensure that any third parties we disclose personal information to have agreed to confidentiality 
restrictions and to use of any personal information we share with them or which they collect on 
our behalf solely for the purpose of providing the contracted service to us. 

7. Children’s Privacy 

We do not knowingly collect personal information from minors, including children under the age 
of thirteen. Our products, services, and website are not intended for use by minors. 

8. International Visitors 

We have operations outside of the United States. We may disclose personal information to 
affiliates and third parties in other countries. Laws governing the privacy of personal information 
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vary in different countries and may not be the same as those in the state or country where you 
reside. 

9. Retention Policy 

We retain each category of your personal information identified above for an amount of time that 
is reasonably necessary for us to use the information for the purposes disclosed herein and for any 
other permitted purposes, including retention of personal information pursuant to any applicable 
contract, law or regulation. 

[For Residents of California  

We adopt this notice to comply with the California Consumer Privacy Act of 2018, as amended 
by the California Privacy Rights Act of 2020, and the regulations thereunder (collectively, the 
“CCPA”). Any terms defined in the CCPA have the same meaning when used in this section of 
this Privacy Notice.  

California residents have certain rights under the CCPA. This section outlines the personal 
information we collect or process about California residents in connection with the services we 
provide or offer specifically to you as a consumer, including through any site, application, or 
product that links to this Privacy Notice, how we use, share, and protect that personal information, 
and what your rights are with respect to your personal information that we gather and process. 

Sharing and Disclosure of Personal Information 

We may collect and share the following types of personal information and sensitive personal 
information from or about users of our service: Basic identifiers (name, address, phone, email), 
Government IDs, Insurance-related data (policy numbers, claim numbers, coverage details). 

We may also use or share for commercially legitimate business purposes de-identified information 
that is not reasonably likely to identify you. 

In the preceding twelve (12) months, we have not sold your personal information or shared it  for 
cross-context behavioral advertising. 

Please note this Privacy Notice does not apply to: 

 Publicly available information from government records 
 Lawfully obtained, truthful information that is a matter of public concern 
 De-identified or aggregated consumer information. 

We may have disclosed personal information to our service providers and contractors during the 
last twelve (12) months for the following business purposes:  

1. Auditing and Ad Impression: We use personal information for auditing purposes related 
to counting ad impressions to unique visitors, verifying positioning and quality of ad 
impressions, and auditing compliance with this specification and other standards. 
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2. Security and Fraud Detection: We use personal information for our security and fraud 
detection services including detecting security incidents, protecting against malicious, 
deceptive, fraudulent, or illegal activity; and prosecuting those responsible for that activity. 

3. Functionality and Debugging: We use personal information to engage in debugging to 
identity and repair errors that impair existing intended functionality.  

4. Short-Term/Transient Use: We use personal information for short-term, transient use, 
including, but not limited to, non-personalized advertising shown as part of a consumer’s 
current interaction with the business, provided that the consumer’s personal information is 
not disclosed to another third party and is not used to build a profile about the consumer or 
otherwise alter the consumer’s experience outside the current interaction with the business. 

5. Services on our Behalf: We may disclose personal information in order to receive services 
performed on our behalf, including maintaining or servicing accounts, providing customer 
service, processing or fulfilling orders and transactions, verifying customer information, 
processing payments, providing financing, providing analytic services, providing storage, 
or providing similar services on our behalf. 

6. Advertising and Marketing Services: We use personal information to provide advertising 
or marketing services on our own behalf. 

7. Research and Development: We use personal information for our internal research related 
to technological development and demonstration.  

8. Quality Control and Improvement of Products and Services: We use personal 
information to verify, maintain, and improve our products and services. 

9. As Necessary/Required:  We may also disclose personal information, as necessary: (a) to 
comply with any legal process; (b) to respond to requests from public and government 
authorities; (c) to enforce our terms and conditions; (d) to protect our operations and 
protect our rights, privacy, safety or property, and/or that of yours or others; and (e) to 
allow us to pursue available remedies or limit the damages that we may sustain. We may 
also use personal information in connection with or during negotiation of any 
reorganization, acquisition, merger, sale, joint venture, assignment, transfer or other 
disposition of all or any portion of our business, assets, or stock (including in connection 
with any bankruptcy or similar proceedings). 

Your Rights as a California Resident 

Pursuant to California law, some California residents have specific rights regarding their personal 
information as described below. These rights are subject to certain exceptions. 

When legally required, we will respond to most requests within forty-five (45) days, unless it is 
reasonably necessary for us to extend our response time. 
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 Right to Know Personal Information Collected About You. You have the right to know: 
(1) the categories of personal information we have collected about you; (2) the categories 
of sources from which the personal information is collected; (3) the business or commercial 
purpose for collecting personal information; (4) the categories of third parties to whom we 
disclose personal information; and (5) the specific pieces of personal information we have 
collected about you. You also have the right to know the list of all third parties to whom 
we have disclosed personal information, as defined under California Civil Code Section 
1798.83(e) (a/k/a the “Shine the Light Law”), during the preceding year for third party 
direct marketing purposes. 

 Right to Know Personal Information Disclosed and to Whom. As noted, we do not sell 
or share your personal information. However, since we may disclose your personal 
information, as described above, you have the right to request that we disclose to you: 
(1) the categories of personal information that we collected about you; and (2) the 
categories of personal information that we disclosed about you for a business purpose and 
the categories of persons to whom it was disclosed for a business purpose. 

 Right to Request Deletion of Your Personal Information. You have the right to request 
that we delete your personal information. Following receipt of a request, we will let you 
know what, if any personal information we can delete from our records. If we cannot delete 
all your personal information, we will let you know the reason. 

 Right to Correct Inaccurate Personal Information. You have the right to request that 
we correct inaccurate personal information that we maintain about you. If you submit a 
valid and verifiable request and we can confirm your identity and/or authority to make the 
request, we will use commercially reasonable efforts to correct inaccurate personal 
information, as directed. 

 Right to Limit the Use of Your Sensitive Personal Information. Under California law, 
California residents have the right to limit the use of sensitive personal information under 
circumstances. We only use your sensitive personal information for the following 
purposes:  (i) as necessary to perform the services or provide the goods reasonably 
expected by you; (ii) to help to ensure security and integrity; (iii) to perform services on 
your behalf; (iv) to undertake activities to verify or maintain the quality or safety of a 
service or device that is provided, owned, manufactured, manufactured for, or controlled 
by us; and (v) to improve, upgrade, or enhance the service or device that is owned, 
manufactured, manufactured for, or controlled by us. Given the nature of our use of your 
sensitive personal information, you do not have the right to request that we limit the use of 
your sensitive personal information.  

 Right to Non-Discrimination for Exercising Your Rights. If you choose to exercise any 
of your rights, you have the right to not receive discriminatory treatment by us. This 
includes the right not to be retaliated against for the exercise of your CCPA rights. 
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How to Exercise the Your Rights 

To exercise your rights to know, delete and/or correct described above, please submit a verifiable 
consumer request to us by emailing us at dpo@xsglobal.com  Only you or a person who can 
demonstrate that they are legally authorized to act on your behalf may make a verifiable consumer 
request related to your personal information. You may make a verifiable consumer request for 
access or deletion no more than twice within a 12-month period. The verifiable request must: 

 Provide sufficient information that allows us to reasonably verify you are the person about 
whom we collected personal information or an authorized representative. Such verification 
process will involve you confirming details of the personal information we have collected 
about you and will increase in scope in the event the nature of your request relates to the 
disclosure of sensitive personal information or the deletion of any personal information. In 
some instances, you may be required to submit proof of your identity (e.g., a driver’s 
license); and 

 Describe your request with sufficient detail that allows us to properly understand, evaluate, 
and respond to it. 

To safeguard the personal information in our possession, if we cannot verify your identity or 
authority to act on another’s behalf, we will be unable to respond to your request. We will only 
use the personal information you provide when submitting a verifiable request to confirm your 
identity or authority, or to fulfill your request. 

Changes to the Privacy Notice 

You may request a copy of this Privacy Notice from us using the contact details set out above. 
Where changes to this Privacy Notice will have a fundamental impact on the nature of our 
processing of your personal information or otherwise have a substantial impact on you, we will 
give you sufficient advance notice so that you have the opportunity to exercise any rights you may 
have under applicable law (e.g., to object to the processing). 

We reserve the right to make changes to this Privacy Notice at any time consistently with 
applicable laws. Such changes, as long as they do not have a fundamental impact on the nature of 
our processing of your personal information or otherwise have a substantial impact on you, will 
be posted on this page. We encourage you to review the website and the Privacy Statement 
periodically for any updates or changes. 

If you Are a Resident of Colorado, Connecticut, Utah or Virginia 

If you are a resident of Colorado, Connecticut, Utah or Virginia (except as noted), you may have 
certain additional rights set forth below. Please note that these rights are subject to certain 
exceptions and certain of these rights are subject to verification mechanisms.  

The Right to Know: You have the right to know whether we are processing your personal 
information. 



 

9 
 

The Right of Access: You have the right to access your personal information, and to obtain a copy 
of it in a readily usable format, if feasible. 

The Right to Correct Inaccuracies: You may request that inaccuracies in your personal 
information be corrected. Utah law does not provide for this right. 

The Right to Delete. You have the right to request that your personal information be deleted, 
except in cases where retention is required by law or contractual obligation. 

The Right to Data Portability: You have the right to obtain a copy of your data in a portable and, 
if feasible, readily usable format. 

The Right to Opt-Out: You may elect to prevent your personal information from being: 

1. Used in targeted advertising; 
2. Sold; or 
3. Used for profiling purposes that may produce legal or similarly significant effects (Utah 

law does not provide for this right). 

Furthermore, in connection with your sensitive personal information: (a) if you are a resident of 
Utah, we will not process that information without first presenting you with clear notice and an 
opportunity to opt out of the processing; and (b) if you are a resident of Colorado, Connecticut or 
Virginia, we will not process sensitive personal information without obtaining your consent. 

You may submit a request via email to dpo@xsglobal.com. Information requests under “Right of 
Access” will be transmitted securely. If we cannot fulfill your request, we will notify you of that 
decision and the reasons why within forty-five (45) days. At that point if you believe our decision 
was in error, you can submit an appeal using the method(s) above. If the result is the same, you 
can also seek assistance and/or redress from your state attorney general. 

Nevada Privacy Notice 

Nevada law provides that Nevada residents may opt-out of the “sale” of “covered information” to 
third parties, including but not limited to name, address, social security number, and online service 
activity. Our uses of your personal information are not sales under Nevada law, so no opt-out is 
required. 

If you are a resident of the European Union and the European Economic Area 

Residents of the European Union (EU) and the European Economic Area (EEA) have the 
following rights, under the GDPR, regarding their personal information:  

Access: You have the right to obtain from us confirmation as to whether or not personal 
information concerning you is being processed, and where that is the case, to request access to the 
personal information. The accessed information includes – among others - the purposes of the 
processing, the categories of personal information concerned, and the recipients or categories of 
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recipient to whom the personal information have been or will be disclosed. You have the right to 
obtain a copy of the personal information undergoing processing. For further copies requested by 
you, we may charge a reasonable fee based on administrative costs.  

Rectify and complete personal information: you can request the rectification of inaccurate data 
and the completion of incomplete data. We will inform relevant third parties to whom we have 
transferred your data about the rectification and completion if we are legally obliged to do so.  

Erasure (right to be forgotten): You have the right to obtain from us the erasure of personal 
information concerning you in limited circumstances where:  

 it is no longer needed for the purposes for which it was collected;  
 you have withdrawn your consent (where the data processing was based on consent);  
 following a successful right to object;  
 it has been processed unlawfully; or 
 the data has to be erased in order to comply with a legal obligation to which XS Global is 

subject.  

Object: You have the right to object at any time to any processing of your personal information 
which has our legitimate interests as its legal basis. You may exercise this right without incurring 
any costs. If you raise an objection, we have an opportunity to demonstrate that we have 
compelling legitimate interests which override your rights and freedoms. The right to object does 
not exist, in particular, if the processing of your personal information is necessary to take steps 
prior to entering into a contract or to perform a contract already concluded.  

Personal information for direct marketing purposes: You can request that we change the 
manner in which we contact you for marketing purposes. You can request that we do not transfer 
your personal information to unaffiliated third parties for the purposes of direct marketing or any 
other purposes. We are not required to comply with your request to erase personal information if 
the processing of your personal information is necessary for: o compliance with a legal obligation; 
or o the establishment, exercise or defense of legal claims.  

Restriction of processing: You have the right to obtain from us restriction of processing your 
personal information. In this case, the respective data will be marked and only be processed by us 
for certain purposes. This right can only be exercised where: 

 the accuracy of your personal information is contested, to allow us to verify its accuracy;  
 the processing is unlawful, but you do not want the personal information erased;  
 it is no longer needed for the purposes for which it was collected, but you still need it to 

establish, exercise or defend legal claims; or  
 you have exercised the right to object, and verification of overriding grounds is pending.  

We can continue to use your personal information following a request for restriction, where: 

 we have your consent;  
 to establish, exercise or defend legal claims; or  
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 to protect the rights of another natural or legal person.  

Data portability: You have the right to receive the personal information concerning you, which 
you have provided to us, in a structured, commonly used and machine-readable format and you 
have the right to transmit those data to another entity without hindrance from us, but in each case 
only where the processing is (a) based on your consent or on the performance of a contract with 
you, and (b) also carried out by automated means.  

Withdraw consent: If you have given us your consent for the processing of your personal 
information, you have the right to withdraw your consent at any time, without affecting the 
lawfulness of processing based on consent before its withdrawal.  

Right to obtain a copy of safeguards: You can ask to obtain a copy of, or reference to, the 
safeguards under which your personal information is transferred outside the EU/EEA. We may 
redact data transfer agreements to protect commercial terms.  

Right to lodge a complaint with your local supervisory authority: You have a right to lodge a 
complaint with your local supervisory authority if you have concerns about how we are processing 
your personal information. We ask that you please attempt to resolve any issue with us first, 
although you have a right to contact your supervisory authority at any time. 

Contact Information 

dpo@xsglobal.com 

We reserve the right to amend this Privacy Notice at our discretion and at any time. When 
we make changes to this Privacy Notice, we will post the updated policy on the Website and 
update the policy effective date. 


